MM * * A* 2 



Sheet 1 of 2 



1449 U.S. DEPARTMENT OF COMMERCE 

Patent and Trademark Office 

INFORMATION DISCLOSURE CITATION 

(Use several sheets if necessary) 



21816-04953 


09/747,687 


Applicant 

Xun Wilson h 


uang et al. 


Filing Date 

December 22, 2000 


Group Art Unit 

2151 



U.S. PATENT DOCUMENTS 



Examiner Initial 




Document Number 


Date 


Name 


Class 


Siihe* lacQ 


FHinn Date If 
riiiiiy wale ll 

Appropriate 




A 


US 6,192,389 B1 


AO /OA tf\4\ 

02/20/01 


Ault et al. 


709 


101 


03/28/97 




B 


1 ■ r> ft . ^ ft ft f A ft r*\ ^ 

US 6,192,512 B1 


02/20/01 


Chess 


717 


5 


09/24/98 




C 


6,167,520 


1 2/26/00 


Touboul 


713 


200 


01/29/97 

"0 




D 


ft ^ ftrt ^ 

6,108,759 


ft « #ftft //\ 
08/22/00 


Orcutt et al. 


711 


173 






E 


ft ft ft fT A A 

6,065,118 


ft r* / j* ft /ft ft 

05/16/00 


Bull et al. 


713 


200 


% ^ 




F 


ft ftftft "^ft j* 

6,023,721 


ft ft /ft ft #ft ft 
02/08/00 


Cummings 


709 


201 


— — 4 




G 


C ACff A Ct A 

5,956,481 


AA/04 /ft ft 

09/21/99 


Walsh et al. 


395 


186 







H 


^ ftft^ a r r\ 

5,937,159 


08/1 0/99 


Meyers et al. 


395 


187.01 






I 


i— ft ,4 n a a o 

5,918,018 


ft ft /ft ft /ft ft 
06/29/99 


Gooderum et al. 


395 


200.55 


\ 




i 

J 


C C AQC 

o t ylo,Uoo 


nc /oo/oo 
06/22/99 


Kovecl 


ft ft c 

395 


A ft ft 

186 






r\ 


c Qi o no/1 


ub/i o/yy 


Green et al. 


one 
395 


186 






i 


o,o4D, i zy 


HO/fH /QQ 


Wendorf et al. 


one 
395 


726 






IV! 


c q>io aao 


1 1 /Z4/9 o 


Schnurer et al. 


O AC 

395 


C AA 

500 






M 


c QOQ fUC 

o.ooo, yib 


*| 4 H7 /ft O 

11/1 7/98 


Domenikos et al. 


O AC 

395 


200.49 






U 


C QOQ QOO 

5,828,893 


<4 A /O *7 /O O 

10/27/98 


Weid et al. 


395 


800 






r 


c onn co7 
5,809,527 


An/4 c/no 

09/15/98 


Cooper et al. 


71 1 


133 






U 


C 70-1 CCA 

5,781 ,550 


r\i 14 a /no 
07/14/98 


Templin et al. 


370 


A A A 

401 






R 


5,761,477 


A ft /ft ft /ft o 
06/02/98 


Wahbe et al. 


395 


406 A 






O 


c 7n.fi HQ7 

o, r uo,uy / 


u i/uo/yo 


ocneiung ei ai. 


QCQ 

OOO 








T 


5,692,047 


11/25/97 


McManis 


380 


4 






U 


5,636,371 


06/03/97 


Yu 


395 


500 






V 


5,603,020 


2/11/97 


Hashimoto et al. 


395 


616 






w 


5,263,147 


11/16/93 


Francisco et al. 


395 


425 






X 


4.177,510 


12/04/79 


Appell et al. 


364 


200 






Y 


3,377,624 


04/09/68 


R. A. Nelson et al. 


























'up 

I Serial No. 



Sheet 2 of 2 



1 449 U.S. DEPARTMENT OF COMMERCE 

S) Patent and Trademark Office 

INFORMATION DISCLOSURE CITATION 

(Use several sheets if necessary) 



Attorney's Docket No. 

21816-04953 



Applicant 



09/747,687 



Xun Wilson Huang et al 



Filing Date 

December 22, 2000 



Group Art Unit 



2151 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) 



Boehm, B., "Managing Software Productivity and Reuse," IEEE Computer, Volume 32, Number 9, 
September 1999, 3 pages 



AA 



Corbato, F. J. et al. "An Experimental Timesharing System," Proceedings of the American Federation 
Of Information Processing Societies Spring Joint Computer Conference, San Francisco, CA, May 1-3, 
1962, pp 335-344 



BB 



Deutsch, P. and Grant, C A, "A Flexible Measurement Tool for Software Systems," Information 
Processing 71 (Proc. of the IFIP Congress), 1971, pp. 320-326 



CC 



Edjlali, G., et al., "History-based Access Control for Mobile Code," Fifth ACM Conference on Computer 
and Communication Security, November 3-5, 1998, 19 pages 



DD 



Erlingsson, U. and Schneider, F. B. t "SASI Enforcement of Security Policies: A Retrospective," Proc. 
New Security Paradigms Workshop, April 2,1999, pp 1-17 



EE 



Erlingsson, U. and Schnieder, F. B., IRM Enforcement of Java Stack Inspection, [online], February 19, 
2000, [retrieved on 04/02/2002]. Retrieved from the Internet: <URL: http://cs- 

tr.cs.cornell.edu/Dienst/UI2.0/Show Page/ncstrl.cornell/TR2000-1786> 



FF 



Evans, D. and Twyman, A., " Flexible Policy-Directed Code Safety," Proc. of 1999 IEEE Symposium on 
Security and Privacy, Oakland, CA, May 9-12, 1999, pages 1-14 



GG 



Fraser, T. et al., "Hardening COTS Software with Generic Software Wrappers," Proc. of 1999 IEEE 
Symposium on Security and Privacy, 1999, 15 pages 



HH 



Goldberg, I. et al., "A Secure Environment For Untrusted Helper Applications (Confining the Wily 
Hacker)," Proc. of the Sixth USENIX UNIX Security Symposium, San Jose, CA, July 1996, 14 pages 
Goldberg, R. P., "Survey of Virtual Machine Research," IEEE Computer, June 1974, pp 34-45 



jj 



Pandey, R. and Hashii, B., "Providing Fine-Grained Access Control For Mobile Programs Through 
Binary Editing," Technical Report TR98 08, University of California, Davis, CA, 1998, pp 1-22 



KK 



Ritchie, D. M., "The Evolution of the Unix Time-Sharing System," AT&T Bell Laboratories Technical 
Journal 63, No. 6, Part 2, October 1984, (originally presented 1979), 11 pages 



LL 



Saltzer, J., H. and Schroeder, M. D., The Protection of Information in Computer Systems, [online], 
1973, [retrieved on 04/02/2002]. Retrieved from the Internet: <URL: 

http://www.cs.virginia.edu~evans/cs551/saltzer/> 



MM 



Wahbe, R., et al., "Efficient Software-Based Fault Isolation," Proc. of the Symposium on Operating 
System Principles, 1993, 14 pages 



nces considered, whemer 



EXAMINER 



IDATE CONSIDERED Q ^ / 2,JL f 



EXAMINER: Initial if references considered, whether or not citation is in conformance with MPEP § 609; Draw line through citation if not in conformance and not considered. 
Include copy of this form with next communication to applicant. 



PT0-1449 
REV: 02/01 



21816/04952/DOCS/1270214.1 




Sheet 1 of 2 



AttnrrtQu'c f"lrvtfftt Mrt 
MUOllltSy O L/UL»ftC l INU. 

21816-04953 


Ootldl INU. 

09/747,687 


Applicant 

Xun Wilson h 


uang et al. 


Filing Date 

December 22, 2000 


Group Art Unit 

2151 



449 U.S. DEPARTMENT OF COMMERCE 

Patent and Trademark Office 

INFORMATION DISCLOSURE CITATION 

(Use several sheets if necessary) 



U.S. PATENT DOCUMENTS 



Examiner Initial 




Document Number 


Date 


Name 


Class 


Subclass 


Filing Date If 
Appropriate 


& 


A 


US 6,192,389 B1 


02/20/01 


Ault et al. 


709 


101 


03/28/97 




B 


US 6,1 92,51 2 B1 


02/20/01 


Chess 


717 


5 


09/24/98 




C 


6,167,520 


12/26/00 


Touboul 


713 


200 


01/29/97 




D 


6,108,759 


08/22/00 


Orcutt et al. 


711 


173 






E 


6,065,118 


05/16/00 


Bull et al. 


713 


200 






F 


6,023,721 


02/08/00 


Cummings 


709 


201 


% ^ 
S% 4 




G 


5,956,481 


09/21/99 


Walsh et al. 


395 


186 


<S> 




H 


5,937,159 


08/10/99 


Meyers et al. 


395 


187.01 


^. 




I 


5.918,018 


06/29/99 


Gooderum et al. 


395 


200.55 


s, 




J 


5,915,085 


06/22/99 


Koved 


395 


186 






K 


5,913,024 


06/15/99 


Green et al. 


395 


186 






L 


5,845,129 


12/01/98 


Wendorf et al. 


395 


726 






M 


5,842,002 


11/24/98 


Schnurer et al. 


395 


500 






N 


5,838,916 


11/17/98 


Domenikos et al. 


395 


200.49 






O 


5,828,893 


10/27/98 


Weid et al. 


395 


800 






P 


5,809,527 


09/15/98 


Cooper et al. 


711 


133 






Q 


5,781,550 


07/14/98 


Templin et al. 


370 


401 






R 


5,761,477 


06/02/98 


Wahbe et al. 


395 


406 A 






S 


5,706,097 


01/06/98 


Schelling et al. 


358 


296 






T 


5,692,047 


11/25/97 


McManis 


380 


4 




*v 


U 


5,636,371 


06/03/97 


Yu 


395 


500 






V 


5,603,020 


2/11/97 


Hashimoto et al. 


395 


616 






w 


5,263,147 


11/16/93 


Francisco et al. 


395 


425 






X 


4,177,510 


12/04/79 


Appell et al. 


364 


200 






Y 


3,377,624 


04/09/68 


R. A. Nelson et al. 

























*2 



MW2 km 



8 



Attorney's Docket No. * ^Qr)i 1 Serial No. 

21816-04953 "fyJli^ 09/747,687 


Applicant ^ 

Xun Wilson h 


<<? 

uang et al. 


Fiting Date 

December 22, 2000 


Group Art Unit 

2151 



FORM l> 



'1449 



U.S. DEPARTMENT OF COMMERCE 
) Patent and Trademark Office 

INFORMATION DISCLOSURE CITATION 

(Use several sheets if necessary) 



OTHER DOCUMENTS (Including Author, Title, Date, Pertinent Pages, Etc.) 



'oehm, B., "Managing Software Productivity and Reuse," IEEE Computer, Volume 32, Number 9 ( 
September 1999, 3 pages 



rbato, F. J. et al. "An Experimental Timesharing System," Proceedings of the American Federation 
f Information Processing Societies Spring Joint Computer Conference, San Francisco, CA, May 1-3, 
\ 962, pp 335-344 



eutsch, P. and Grant, C.A., "A Flexible Measurement Tool for Software Systems," Information 
Processing 71 (Proc. of the IFIP Congress), 1971, pp. 320-326 




fdjlali, G., et al., "History-based Access Control for Mobile Code," Fifth ACM Conference on Computer 
njd Communication Security, November 3-5, 1998, 19 pages 



DD 



lingsson, U. and Schneider, F. B., "SASI Enforcement of Security Policies: A Retrospective," Proc. 
'few Security Paradigms Workshop, April 2,1999, pp 1-17 



EE 



rlingsson, U. and Schnieder, F. B., IRM Enforcement of Java Stack Inspection, [online], February 19, 
000, [retrieved on 04/02/2002]. Retrieved from the Internet: <URL: http://cs- 
tr.c£.cornell.edu/Dienst/Ul2.0/Show Page/ncstrl.cornell/TR2000-1786> 



/ans, D. and Twyman, A., " Flexible Policy-Directed Code Safety," Proc. of 1999 IEEE Symposium on 
surity and Privacy, Oakland, CA, May 9-12, 1999, pages 1-14 



v 



aser, T. et al., "Hardening COTS Software with Generic Software Wrappers," Proc. of 1999 IEEE 
^ifriposium on Security and Privacy, 1999, 15 pages 




Idberg, I. et al., "A Secure Environment For Untrusted Helper Applications (Confining the Wily 
acker)," Proc. of the Sixth USENIX UNIX Security Symposium, San Jose, CA, July 1996, 14 pages 



Idberg, R. P., "Survey of Virtual Machine Research," IEEE Computer, June 1974, pp 34-45 



JJ 



>andey, R. and Hashii, B., "Providing Fine-Grained Access Control For Mobile Programs Through 
'tary Editing," Technical Report TR98 08, University of California, Davis, CA, 1998, pp 1-22 



<itchie, D. M., "The Evolution of the Unix Time-Sharing System," AT&T Bell Laboratories Technical 
purnal 63, No. 6, Part 2, October 1984, (originally presented 1979), 11 pages 



LL 



saltzer, J., H. and Schroeder, M. D., The Protection of Information in Computer Systems, [online], 
?73, [retrieved on 04/02/2002]. Retrieved from the Internet: <URL: 

ftp://www.cs.virginia,edu-evans/cs551/saltzer/> 



'ahbe, R., et al., "Efficient Software-Based Fault Isolation," Proc. of the Symposium on Operating 
jSystem Principles, 1993, 14 pages 



|DATE CONSIDERED Q^l / 7/1^ f 2<iK> b 



EXAMINER 



red, whether or r 



EXAMINER: Initial 
Include copy of this 



if references considered, whether or not citation is in conformance with MPEP § 609; Draw line through citation if not in conformance and not considered. 
form with next communication to applicant. 



PT0-1449 
REV: 02/01 



21816/04952/DOCS/1270214.1 



